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Abstract:

Threat Warning systems have historically been
bulky and/or expensive items, and have therefore
only been fitted to higher value platforms.

However, increased use of UAVs, Aerostats and
other small platforms has necessitated the
development of smaller, lighter, and cheaper

systems. This paper analyses the requirement and
describes the evolution of a system that meetg thes
challenges.
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INTRODUCTION

Providing a Radar Warning Receiver (RWR)
or Electronic Support Measures (ESM)

capability on Unmanned Aerial Vehicles

(UAVs), Aerostats and other small platforms is
critical because it offers all-weather, day-night,
beyond visual range, passive, non-co-operative
target identification and tracking capability

that cannot be matched by electro-optic
systems alone. Additionally, the small Radar
Cross Section of UAVs gives them a

significant range advantage that helps to
overcome Low Probability of Intercept (LPI)

radars.

However, UAVs and Aerostats have many
challenging requirements that must be
satisfied. This paper seeks to identify these
requirements, and to provide solutions that will
enable UAV and Aerostat systems integrators
to provide this capability  without
compromising platform performance and
payload capacity.

UAV/ AEROSTAT RWR/ESM
FUNCTIONAL REQUIREMENTS

UAVs, Aerostats and other small platforms are
expected to operate in the same domains and
encounter the same threats as their larger
counterparts. Consequently, the User
Functional Requirements of the RWR/ESM
systems are generally the same for both classes
of platform, and can be summarised as the
provision of Situational Awareness (SA) and
rapid Threat Alert to the operator and
supported units.

These User Functional Requirements translate
into a set of System Functional Requirements
against which the Engineering team design the
system and partition it into functional blocks.
However, UAVs and Aerostats also require the
addition of network capability to support the
automated down-linking of TA and SA data to
the ground stations, and up-linking of
command & control signals, and updated
Threat Libraries. A typical set of System
Functional Requirements for  airborne
RWR/ESM systems is shown at Table 1.

Parameter Requirement
Frequency range 2-18GHz

POI 100%

Sensitivity Better than -55dBm

Instantaneous Dynamic |Better than 60dBm

Range

Bearing Accuracy 10 deg rms (typ)

Time to Alert Less than 1 sec

Pulse Density Better than 1M pulses/se

Minimum Pulse width <75ns

Table 1 - RWR/ESM System Functional
Requirements



UAV/ AEROSTAT RWR/ESM NON-
FUNCTIONAL REQUIREMENTS

Non-Functional Requirements generally detail
the restrictions on or constraints on a particular
platform. The most obvious restrictions on
small platforms are those of size, weight and
power (SWaP).

Many UAVs have declared payload capacities
of less of less than 30 kilogrammes (kg), and
few manufacturers declare a payload volume at
all. Moreover, this space and mass is expected
to be dedicated to mission equipment and not
to SA or even to the platform TA. The power
available for payloads on UAVs is also at a
premium, often with fewer than 100 watts
available for all of the mission equipment.

A selection of UAVs and their associated
payload SWaP are shown at Table 2 below.

The non-functional constraints of all but the
largest UAVs are at odds with many of the
current crop of RWR/ESM equipments. This
is illustrated at Table 3 below, which is based
on data published in the Journal of Electronic
Defense in February 2009 [1]. All of the
selected RWR/ESM systems offer similar
functional performance characteristics, such as
operating frequency range, system sensitivity
and instantaneous dynamic range, as per the
functional requirements cited in Table 1.

However, the size, weight and power
characteristics of all of these systems make
them far from suitable for use on UAVs. As
can be seen, in every case a significant part of
the platform payload capacity is taken — and in
many cases it is actually exceeded by a
significant margin. Even where the equipment
is light enough for use on a medium sized
UAV, the demands on mission system power
are too much for the host platform.

Platform Payload SWaP
Span |Size |Weight | Power System  Op Freq [Sens  [Size Pwr Wt
Mfr Model (m) tr) [(kg) (W) name | Dyn (Ltrs)  Jcons (WY(kgs)
AAI T-Hawk 0.3] unk unk un Rng
AAI Orbiter 2.2l unk uni un Finder Plus|2-18GHz | * <94  <40( <53
BAI-L3 (Aeronix) >40dB
Com Scimitar 2.2 unk 3.18 upk  |wBR2000 [2-18GHz [-65dBm <54  <35( <44
75W
AAI Aerosonde 3.4p 1013 2.3715VDC (ArgonST) 60dB
BAI-L3 70WM
Com Tern 3.4% unk g28vDC ELT/160 [JE-J&K  [Med 1ATR | 15-20
AAI 200 3.87 un}k 2] unk
AAl 400 5.1 unH 34 unk Elt SpA Simple
SPS-65-V5 [0.5-18GHz | * 1 1
1Al I-View 5.7] unk 20) unk ELISRA *
AAI 600 6.83 unk 4] unk ALR-400 [0.5-42GHz | -65dBm * 200 10
EADS | Surveyor 6.p unk 140 upk
BAI-L3 kW INDRA  |4GHz 1B) |60dB
Com Isis 7.31 un 3{(28vDC ALR-67V3 [<2-40GHz [* 19 109 35
Table 2 — Sample UAV payload SWaP Data
Raytheon *
It can be seen that payload capacity and [E57  [+18GHz |-55dBm i 14
wingspan falls into three broad categories: puitronics 260dB i
CATS E-J, opt K §-50dBm 10.9 144 1
Thales and CD 50dB

1. Less than 3 m wingspan and sub-4kg

payload.

2. 3- 6 m wingspan, up to 35kg and
100W of payload.

3. Bigger than 6m, up to 100kg and
1kW payload.

It can also be seen that many UAVs fall into
the middle category.

Table 3 — Conventional RWR/ESM SWaP
Data

This situation poses a problem for platform

integrators and operators, because it indicates
that there are few, if any, systems that are
suitable for use on the new classes of air
vehicles, or indeed on any small platform in

the air, land and sea domains.



PLATFORM PROTECTION COST
MODELLING

SWaP is not the only constraint — price is also
a major obstacle for small platforms. The
overall budget for any given platform tends to
have around 5-10% allocated to self-protection
equipment. If the cost of such equipment
exceeds this amount, the tendency has been to
not include it at all. As an example, an aircraft
such as the Rafale or Eurofighter costs around
£70M per airframe [2], and the accompanying
highly complex and capable Defensive Aids
Sub-Systems (DASS) typically cost about £5-
7M. These platform cost ratios are anecdotally
shown to be fairly typical across air, land and
sea.

Only some of this ‘self protection’ budget is

allocated to RWR/ESM. Many conventional

RWRs cost in the order of £500k - £1M per

system, and this means that platforms costing
less than around £10M may not have any
RWR/ESM capability at all.

RADICAL REQUIREMENTS

From the above, it can be seen that whilst the
Functional requirements of lightweight Threat
warning systems are the same as their larger
counterparts, the Non-functional requirements
for small platforms are radically different and
generally more challenging for the system
designer. These have been summarised in
Table 4 below, which identifies typical limits
for 3-6m wingspan craft and for <3m wingspan
craft respectively.

Parameter |3 - 6m Span| <3m Span
Size <6 ltr <2 ltr
Weight <6 kg <2Kkg
Power <30W <10W
Altitude 16,000 ft 10,000 ft
Operating

Temperaturg -20 C -10C

Table 4 - UAV Non-Functional
Requirements

Comparing the limits in Table 4 with the
values in Table 3 emphasises the point made
earlier that current RWR/ESM systems fall
short of the mark in every parameter. This is
no coincidence, for size, weight and power
consumption go hand in hand.

SIZE = WEIGHT = POWER

Looking again at Table 3, the larger volume
systems weigh more, and generally draw more
power. The smaller the system, the less power
it uses and the less wild heat needs to be
dissipated.  This is often because larger
systems use many ‘connectorised’ RF modules
rather than tightly integrated microwave
assemblies. Each RF module requires its own
supply, and the physical geometry may require
additional space for routing semi-rigid co-ax
cabling. The resulting assembly is so bulky
that it needs to be housed in an ATR style
chassis, which typically adds another 5kg and
up to 50W of forced cooling.

However, the RF assembly is only half the
puzzle, for once the signal is received and
digitised, it needs to be processed. Many
RWR/ESM signal processing algorithms are
statistical in nature and therefore very
computationally intensive, requiring multiple
Power PC-style processing cards hosting real-
time operating systems. As with the RF
modules, these are bulky and require an ATR
style chassis to accommodate the back-plane,
power supplies and cooling.

ARCHITECTURE DIRECTION

The architectural direction is clear — the RF
sub-systems need to be much more tightly
integrated to achieve the UAV SWaP targets
set in Table 4, whilst retaining the RF
performance of conventional systems.

Moreover, far less computationally intensive
algorithms are required in order to reduce the
processing hardware burden to an acceptable
level for UAV operations.

A PRACTICAL IMPLEMENTATION

The ‘Phobos’ RWR/ESM meets both of the
above requirements through a combination of
RF miniaturisation, and the employment &f 4
generation EW signal processing algorithms.
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Figure 1 - Phobos Architecture for UAV

The system architecture is shown at Figure 1,
and comprises an RRO017 RF Receiver, a
Single Board Computer with on-board Hard
Disk Drive, and a Power Supply Unit. The
combined package is called the Threat
Processing Unit.

RRO017 RF RECEIVER

The RRO17 RF Receiver has been developed
by Teledyne Defence Limited, with a clear aim
of achieving ultra low SWaP without
compromising RF performance. The block
diagram is shown at Figure 2 below.
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Figure 2 - RR0O17 Block Diagram

The unit consists of four RF ports feeding two
RF/Video channels, and one Instantaneous
Frequency Measurement (IFM) unit. All of
these are controlled by a Field Programmable
Gate Array (FPGA) which also generates the
Pulse Descriptor Word (PDW) digital output.
The entire unit measures 150mm x 150mm X
19mm, weighs 850g and draws 15W.

The RRO17 incorporates fast acting attenuators
to extend the dynamic range of the unit within

—PDWs—» ——Track Table —

the pulse, as well as automatic selection of
the largest amplitude channel to feed the
IFM. Out-of Band signals are rejected by
the Bandpass Filters, and the input switches
can be isolated on receipt of an external low
voltage TTL blanking pulse.

The PDWs are fed out to the Single Board
Computer via a Universal Serial Bus (USB)
interface. The USB port is also used for
control and status messaging.

THREAT PROCESSING

The Threat Processor utilises a Waveform
Based Processing (WBP) algorithm, which
simultaneously performs pulse de-interleaving
and identification. This is a pattern correlation
process rather than a statistical process such as
‘Time Of Arrival Difference Histogram’
(TOADH). Consequently, the processor
requirement is much less onerous and can be
performed on a single board computing
platform such as a PC104. Track table
generation, and control & status monitoring is
also handled by the Single Board Computer.

PHOBOS UAV HARDWARE

The Phobos UAV hardware is shown at

Figure3, and occupies less than 1.25 ltr,
weighs under 1.5kg and draws 24W.



Figure 3 - Phobos Hardware

Referring back to Table 3 and Table 4, it can
be seen that Phobos is typically an order of
magnitude smaller than any other currently
available RWR/ESM system. Moreover

Phobos is well inside the typical SWaP limits
for a 3-6m wingspan UAV, and could also be
employed on smaller UAVs if sufficient power

was available.

DISPLAYS

The track tables are handed off via the existing
platform Command and Control Data Link to
the Man Machine Interface (MMI). There are
two MMIs available — one is a detailed ESM
display intended for ESM Operators, and the
other is a simple hand-held polar display
intended for use by soldiers operating in the
same area as the UAV.

ESM MMI
The ESM MMI is shown at Figure 4, and

consists of a Tactical display, a Tote display,
and a Detailed display.

Figure 4 - ESM MMI Display

The Tactical display can be selected between a
map display (shown above), a Polar display or
a graphical display. The map and polar
displays can be oriented as North up or
Heading up, and each axis of the graphical
display can be set to any parameter type on the
Tote table. All of the symbols are MIL-STD
2525, but other symbol sets can easily be
accommodated.

The Tote display contains all of the track table
information, and the Detailed display contains
platform and weapon system data associated
with the selected track, if available.

HAND HELD DISPLAY

The unit is a PDA in a ruggedised enclosure
and incorporates a quad band GSM, WiFi and
a GPS receiver. The information is shown in
Polar format.

The hand held display is shown at Figure 5,

Figure 5 - Phobos Hand Held Display

The track tables can be accessed from the
UAV base control via the GSM network.
Alternatively, the software can be hosted on
existing Mission Information System terminals
and the data can be accessed across the user’s
existing tactical comms network.

OPERATIONAL SUPPORT

Like all RWR/ESM systems, Phobos requires
library data to identify emitters. This data can
be generated at a national level, using
parametric data from national databases, or it
can be generated from raw PDW data. This



allows the operator to create library entries
rapidly in the field.

SUMMARY

The requirements for UAV and Aerostat
payloads are so restrictive and demanding
from a Size, Weight and Power (SWaP)
standpoint that virtually all current RWR/ESM
systems are unable to meet them without
seriously compromising payload capacity.
This has created a capability gap in the UAV
domain for tactical RWR/ESM Situational
Awareness and Threat Alert.

Phobos had been designed to meet the UAV
SWaP requirement without compromising
sensor or platform performance, enabling these
assets to provide RWR/ESM capability for
force and self protection, often in addition to
their existing sensor payloads. This opens up
an entirely new range of applications for UAV
RWR/ESM payloads, offering a critical edge
to commanders for land, sea and air operations.
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